AUDIT AND GOVERNANCE COMMITTEE

Minutes of the virtual meeting held on 1 December, 2020

PRESENT: Mr Jonathan Mendoza (Lay Member) (Vice-Chair) (In the Chair)
Councillor R. Llewelyn Jones (Vice-Chair) (for this meeting)

Councillors John Griffith, G.O. Jones, Dylan Rees, Alun
Roberts, Margaret M. Roberts.

Lay Member: Mr Dilwyn Evans

IN ATTENDANCE: Chief Executive
Director of Function (Resources) and Section 151 Officer
Interim Director of Social Services (for item 7)
Head of Profession (HR) and Transformation (for item 10)
Head of Internal Audit & Risk (MP)
Head of Democratic Services
Insurance and Risk Manager (for item 12)
IT Service and Performance Management Manager (for item
10)
Senior Education Manager (Secondary Sector) (for item 4)
Schools Data Protection Officer (for item 5)
Committee Officer (ATH)

APOLOGIES: Councillors Richard Griffith, Peter Rogers (Chair)

ALSO PRESENT: Councillor Robin Williams (Portfolio Member for Finance),
Councillor Llinos Medi (Leader and Portfolio Member for Social
Services), Councillor R.Meirion Jones (Portfolio Member for
Education) Mr Jeremy Evans and Bethan Roberts (Audit
Wales) Principal Auditor (NW), Senior Auditor (NR), Senior
Auditor (BJ), Mr Gareth Wyn Williams, Local Democracy
Reporter

Due to connection issues experienced by the Vice-Chair who was chairing this meeting in
the absence of Councillor Peter Rogers, the Committee’s Chair, Councillor R.Llewelyn Jones
was elected Chair to start the meeting. Subsequently, after the connection issue was
resolved Councillor R.Llewelyn Jones was formally elected to serve as Vice-Chair for the
duration of the meeting.

1. DECLARATION OF INTEREST

No declaration of interest was received.

2. MINUTES OF THE PREVIOUS MEETING

The minutes of the previous extraordinary meeting of the Audit and Governance Committee
held on 13 October, 2020 were presented and were confirmed as correct subject to the
following amendments —

¢ Replace “two” with “t0” in the first line of the first bullet point under item 3.



e Replace “interest incurred” in the second line of the second bullet point under item 3
with “interest received.”

¢ Replace “distrusted” in the first line of the third bullet point under item 3 with
“distributed.”

e To note that the sentence in the fourth paragraph under item 3 beginning “Mr Howse
reported the External that a level of materiality was set at £3.7m which would apply to
any local authority in Wales...... ” does not read well and is incomplete.

Arising thereon —

Mr Dilwyn Evans, Lay Member referred to the fact that he had raised a point of clarification
on the Statement of Accounts at the previous meeting with regard to interest received
specifically a disparity between the figure for interest received in the draft Statement of
Accounts presented to the Committee’s 1 September, 2020 meeting and the figure shown in
the version of the Statement of Accounts presented to the 13 October meeting and had
gueried why the change in the amount of interest received was not reflected in the
Comprehensive Income and Expenditure Account. Assurance was given that an explanation
for the anomaly would be provided in due course but this had not been forthcoming. The
Director of Function (Resources)/Section 151 Officer apologised for the oversight in not
responding and confirmed that he would provide the requested clarification following the
meeting.

3. ISLE OF ANGLESEY COUNTY COUNCIL — COVID-19 RESPONSE AND RECOVERY
— INTERIM ASSURANCE

The report of External Audit incorporating the findings of work undertaken remotely by Audit
Wales to assess the Council’s response to the Covid-19 emergency and its approach to
recovery was presented for the Committee’s consideration.

Mr Jeremy Evans, Audit Wales reported that the findings of the report are based on
committee meetings observed by Audit Wales, documents reviewed in the form of agenda
papers and internal documents supplied by the Council, and meetings held on-line with key
officers and councillors. Some of the key conclusions drawn include the following —

e The Council has taken measures to keep staff and the public safe invoking its
emergency planning arrangements in March 2020. Going forward, the Council is using a
mix of working at home, in the office and on site. As further Council services have been
reintroduced, additional actions have been taken to provide a safe environment for the
public and staff alike.

e Looking forward, the Council has always recognised that Information technology plays
an important role in delivering services and the 2020/21 budget identifies further
investment in IT to support the delivery of services.

¢ Whilst there has been the odd example of growing pains in transferring formal
democratic meetings to a digital platform, the Council has adapted well to its new
meeting environment and has shown a commitment to making the new arrangements
work.

o Staff members’ willingness to be redeployed and undertake different work or roles has
supported the communities on the Island and contributed to the resilience of Council
services.

e The Council has made significant efforts to communicate to a wide range of audiences.

¢ The Executive has received detailed reports that estimate the early financial impact of
the Covid-19 pandemic as well as identifying future pressures on council services.

e The Council continues to work with the full range of partners to support the Island’s
communities and wider region.



The Committee took assurance from Audit Wales’s interim findings clearly set out in the
report and no questions were raised on the content.

It was resolved to accept and to note the interim findings of Audit Wales as presented
in the report.

NO PROPOSALS FOR ADDITONAL ACTION WERE MADE

4. UPDATE ON THE INTERNAL AUDIT STRATEGY AND PRIORITIES 2020/21

The report of the Head of Audit and Risk providing an update as at 16 November, 2020
on the work of Internal Audit since the last report to Committee on Internal Audit activity
in September, 2020 together with the priorities for the short to medium term was
presented. The report was a shortened version of the usual quarterly update report in
line with the requirements of the Meetings Strategy during the emergency period.

The Head of Internal Audit and Risk —

Updated the Committee on the assurance work completed since the last update
with reference to the table at paragraph 6 of the report. Of the audits listed, three
had resulted in a Substantial Assurance rating; two had resulted in a Reasonable
Assurance rating and a further two audits — Management of School Unofficial
Funds and Leavers Process had resulted in a Limited Assurance rating.(The
Limited Assurance reports were issued separately to the Committee’s members
and relevant Portfolio Holders). A further two audits not listed in the table relating
to Education Grants — the one in relation to the Pupils Development Grant
2019/20 and the other in relation to the Financial Pressures around the Teachers
Pay Award had also been finalised and both attracted Substantial Assurance.

In elaborating on the Action Plan and the status of the risks/issues identified by
the Management of the School Unofficial Funds Limited Assurance audit, the
Head of Audit and Risk advised that although oversight of school unofficial funds
is the responsibility of school governing bodies there is a reputational risk
associated with such funds and there have been instances both local and
national where fraud and mismanagement have occurred. Given that they are
linked to fund raising activities and can involve significant amounts of money
school unofficial funds are considered high risk in terms of the potential for fraud.
Against this background therefore the Internal Audit undertook to assess the
situation in Anglesey and the audit was carried out in collaboration with the
Learning Service. The Officer highlighted the audit as a good example of the
collaborative audit culture which the Internal Audit Service has been seeking to
develop - the Learning Service having responded proactively to the risks/issues
raised meaning that a great deal of progress has been made in addressing them.
The Senior Education Manager confirmed that the level of collaboration had been
excellent and that the Service would continue to progress matters over the
coming months. The Portfolio Member for Education also expressed his thanks to
both services and urged members in their capacity as school governors to avail
themselves of the planned training on the effective management of school funds
(the absence of training being one of the risks/issues raised) when arrangements
are confirmed.

The Head of Audit and Risk similarly guided the Committee through the Leavers
Process Limited Assurance audit report and confirmed that Human Resources



had likewise been proactive in responding to the risks and issues raised by the
audit.

Reported on work in progress as illustrated by the table in paragraph 9 of the
report which provided information regarding the audits underway and the stage
reached at the time of writing.

Referred to the National Fraud Initiative - a biennial exercise that is currently
underway. Internal Audit is working with services to extract data for uploading to
the NFI portal which is mandatory and must be completed by 1 December, 2020
for the main bulk of datasets required. A new exercise had been added this year
to undertake data matching to identify potential fraud in relation to the Covid-19
relief programme. In December, Internal Audit will be required to submit data
from the Small Business Grant Fund and Retail, Hospitality and Leisure Grant
Fund.

Clarified the position with regard to Overdue Actions as at 16 November, 2020 as
shown in the 4action dashboard at Appendix 1 to the report. Services have been
working hard to address outstanding issues/risks currently leaving only five
actions overdue relating to procurement, payroll and the payment of housing rent
by standing order. Work is progressing to support services with implementing all
outstanding actions.

Outlined the priorities for the remainder of the year mindful also of the need to
remain agile to react to any work arising at short notice and any requests from
the Senior Leadership Team.

Confirmed that two pieces of work will be undertaken before the end of the
financial year to provide assurance that the ICT Service is equipped with the
required technology, capacity and capability to maintain a level of service to align
to the Council’s core objectives and to ensure the confidentiality, integrity and
availability of the Council’s data. Internal Audit has commissioned the City of
Salford IT Audit Team to undertake the two pieces of assurance work one of
which will be confidential with more information to be provided in due course and
the topic of the other piece is to be confirmed.

Advised that 3 audits linked to Corporate Risk Register priorities (paragraph 33 of
the report refers) have been parked and are deemed low priority for assurance.
The subject areas of the audits — Investment in Leisure facilities; school
modernisation and Island infrastructure have not advanced significantly as
projects and therefore an audit as this stage would not provide any significant
benefit or assurance.

The Head of Audit and Risk responded to points raised by the Committee in discussing
the report by providing the following clarifications -

That with regard to the risk that collaborative auditing could compromise the
independence and objectivity of Internal Audit, the Head of Internal Audit and
Risk advised that a collaborative approach is a way of working which Internal
Audit as a sector is moving towards and whilst it does involve a joint approach
to resolving issues in which the client service is fully engaged it still requires
Internal Audit to maintain a professional distance so there is no conflict of
interest. By acting jointly it is less a matter of Internal Audit telling the client
service what to do and more a matter of giving the client service greater
ownership of what needs to be done hence the no recommendations audit
process adopted by Internal Audit whereby the issuing of recommendations
has been replaced by raising risks and issues. A collaborative approach also
means working with the client service towards a common goal of achieving
corporate priorities and delivering quality services for the residents of Anglesey.



o That with regard to the coverage of the audit in connection with managing the
risk of fraud (one of the priority areas for the reminder of the year) which
suggests a wide remit, the Head of Audit and Risk clarified that an audit review
of managing the risk of fraud was brought to Committee earlier in the year in
which six risks were identified that needed to be addressed; implementing the
action plan in relation to these risks will form the basis of the work to be
undertaken and will involve looking at strategy, policy and the culture and tone
at the top meaning working with the Senior Leadership Team to increase
awareness of the risk of fraud throughout the Council.

It was resolved to note Internal Audit’s assurance provision and priorities
going forward.

NO PROPOSAL FOR ADDITIONAL ACTION WAS MADE

5. ANGLESEY SCHOOLS DATA PROTECTION EVALUATION REPORT - FIRST
EVALUATION VISIT TO ANGLESEY PRIMARY AND SECONDARY SCHOOLS BY
SCHOOLS DATA PROTECTION OFFICER JULY, 2020

The report of the Schools Data Protection Officer which provided an analysis of schools’
position in respect of compliance with requirements under data protection legislation, mainly
under the General Data Protection Regulations (GDPR) was presented for the Committee’s
consideration. The report gave a summary of the Schools Data Protection Officer’s findings
following the first visit to primary and secondary schools and outlined the next steps to take
to ensure that all schools meet data protection requirements as soon as possible.

The Schools Data Protection Officer provided background information to the evaluation visits
to 45 out of 46 primary and secondary schools on Anglesey which took place between
October, 2019 and February, 2020 and referred to the outcome of those visits which in
summary found that -

¢ Day to day information management practices within schools are generally acceptable
but the majority of schools have not adopted current key policies and documents as a
number of these policies were not created for schools prior to the appointment of the
Schools Data Protection Officer. It is essential that current core policies and documents
are adopted as soon as possible.

e There is a need to ensure that specific, effective and robust data protection processes
are in place in line with key policies and documents.

e There is a need to ensure that schools have ROPA (Record of Processing Activities)
including data flow maps and an Information Register in place that are kept up to date.

e There is a need to ensure that schools have suitable and up to date Privacy Notices
available and shared with individuals.

e There needs to be appropriate agreements in place with high level data processors and
also with individual schools.

e More work is required around the use of consent.
The training plan needs to be updated and schools need to ensure that their staff have
completed the online module.

o Work needs to be done to ensure that all school governing bodies are aware of their data
protection responsibilities and how to ensure that schools comply.

Given that the process of beginning to have policies, processes and practices in place to
comply with data protection legislation has started within schools the Schools Data
Protection Officer was able to provide Reasonable Assurance in her assessment of the
position. However, there remains more work to be done to ensure all schools are on the
same level and operating consistently across the Island. Mindful that Covid-19 has had a



significant impact on the implementation of the steps to be taken and the work programme
for approving and adopting the policies as well as the related training and awareness raising,
the Officer updated the Committee on the progress made since July 2020. She also outlined
what she had identified as the next steps to be taken (detailed in section 26 of the attached
long report) to ensure that all schools operate in accordance with requirements and achieve
what is expected of them as Data Controller who is ultimately responsible for ensuring that
they process personal data legally.

In response to questions raised by the Committee the Schools Data Protection Officer
confirmed the following —

¢ That Ysgol Caergeiliog has not signed up to the service of the Schools Data Protection
Officer but will nevertheless be expected to ensure that it has in place the key
documents and policies to comply fully with the requirements under data protection
legislation.

¢ That the Plan to deliver the required actions has been discussed with the schools and
will be implemented in stages so as not to place too great a burden on them; this is
further supported by a training plan to ensure that schools understand the policies and
documentation and what is expected of them - the Committee having expressed some
concern about the achievability of the action plan in view of the challenging
circumstances in which schools find themselves and the current pressures on them.

o That in view of current Covid-related restrictions, virtual training sessions for school
governors have been arranged on different dates to facilitate attendance. Specific
guidelines for school governors are also being developed in the form of the School
Governing Body Data Protection Guide which will provide detailed guidance on school
governors’ responsibilities under GDPR.

¢ That schools have been enthusiastic in their response to the work, are keen to comply
with data protection legislation and are grateful for the support provided.

e That the Data Protection Act 2018 brought the EU’s General Data Protection Regulation
(GDPR) into UK law which means that the UK will be following GDPR data protection
principles regardless of whether or not it is a member of the EU. What needs to be
looked at are agreements with third party providers who process/store personal data on
behalf of schools if the storage is non UK based to establish whether those agreements
need to be amended in the event of a no deal Brexit.

e That the Plan is priority based with the Data Protection Policy being the key overarching
policy that will need to be adopted by schools as a matter of priority under GDPR as
shown in the Data Protection Policy, Guidance and Key Documents Review Process
Framework (Appendix C to the report) — the Committee having voiced some concern that
schools may be subject to policy and information overload in light of the range of policies
and procedures they are being asked to adopt.

The Committee thanked the Schools Data protection Officer for the informative and
detailed report and for the work undertaken in the period to date - sentiments which were
echoed by the Portfolio Member for Education.

It was resolved —

e To accept the report and findings of the Schools Data Protection Officer and,

¢ To endorse the School Data Protection Officer’s proposed next steps to
ensure that all schools operate in accordance with data protection
requirements.

NO PROPOSAL FOR ADDITIONAL ACTION WAS MADE



6. TREASURY MANAGEMENT MID-YEAR REVIEW 2020/21

The report of the Director of Function (Resources)/Section 151 Officer updating the
Committee on the Treasury Management 2020/21 mid-year position was presented for the
Committee’s consideration.

The Director of Function (Resources)/Section 151 Officer summarised the main points for
the Committee in terms of borrowing and investment activity at the mid-year point with
particular reference to the impact of Covid 19 and confirmed compliance with the treasury
and prudential indicators set in the Council’s Treasury Management Strategy Statement
2020/21.

Points noted included the following —

e That it remains the Council’s priority to ensure security of capital and liquidity and to
obtain an appropriate level of return which is consistent with the Council’s risk appetite.
Where possible, the Council makes use of its own cash funds to finance capital
expenditure and does not borrow more than, or in advance of its needs. However, the
ability to externally borrow to repay the reserves and balances if needed is important.

e The Council held £42.224m of investments as at 30 September, 2020 (£20.208m at 31
March, 2020). Due to large sums of grants received from Welsh Government to help deal
with the Covid crisis and the availability of call accounts to the Council, this has resulted
in the Council holding balances in call accounts over and above the limits approved
within the Annual Investment Strategy included in the TMSS 2020/21.Although this could
not be foreseen counterparty limits will be assessed and reviewed when producing the
TMSS for 2021/22.

e Given that security of funds is a key indicator of the Council, other local authorities are
seen as the most secure way of investing funds giving greater return than most bank call
accounts. The table at paragraph 5.9 of the report shows a list of investments made to
other local authorities during the first half of the financial year.

¢ Whilst no borrowing was undertaken during the first half of the financial year, it is
anticipated that borrowing will be undertaken during the second half of the financial year.
There will be a borrowing requirement to fund part of the 2020/21 capital programme and
this will be through internal borrowing and external borrowing. The latter is in relation to
funding the £4.449m capital costs of new vehicles as part of the conditions of the waste
contract awarded to Biffa. The Council has projected year end borrowing of £128.9m and
will have used £11.7m of cash flow funds in lieu of borrowing.

¢ No debt rescheduling has been undertaken to date in the current financial year.

e There are some changes to the financing of the capital programme due to an expected
significant underspend in capital schemes in 2020/21 primarily the 21 Century Schools
Programme and the Housing Revenue Account. As at 30 September, 2020 £11.471m of
capital spend had taken place against the original capital budget of £49.466m with a
projected year end position of £33.755m expenditure on the capital budget. Details of
how the projected underspend affects the capital funding arrangements are provided in
the table at 3.3.2 leading to a revised CFR (Capital Financing requirement) forecast as at
paragraph 7.4.3.1 of the report.

In considering the information presented the Committee raised the following points —

o Whether the forecast £33.755m expenditure on the capital budget at year end is
realistic given that only £11.471m of expenditure has been achieved in the first half
of the year and mindful also of the Authority’s historical annual underspends on its
capital programme. The Director of Function (Resources)/Section 151 Officer
advised that the Covid-19 pandemic and related restrictions have had a significant
impact on the progress of capital schemes and therefore on capital expenditure



during the first quarter of the financial year with the actual capital expenditure of
£11m at mid-point being unusually low. The second half of the year will therefore
involve an element of catch-up; also a number of the Authority’s capital schemes are
in any case weighted towards the latter part of the financial year. Whilst the Authority
tends to be overly optimistic in its projections for capital expenditure progress,
scheme activities do tend to accelerate towards the end of the year. The weather is
a further factor which can impede the progress of schemes. The Housing Revenue
Account which represents a significant amount of expenditure is a budget that can
be rolled forwards into the following year. The capital programme is subject to
regular monitoring and will be next reviewed at the end of Quarter 3. The Authority
seeks to ensure that no funding is lost by delays on capital projects.

¢ The significant difference between the interest which the Authority pays on its
borrowing with specific reference to PWLB rates and the interest which it receives
on investments and whether as a consequence it should be looking to review and
reduce its external borrowings. The Director of Function (Resources)/Section 151
Officer advised that a number of the Authority’s loans are long-term and are kept
under review. Although the PWLB rate has reduced, it is considered that early
repayment would not be cost-effective because of the prohibitive penalty charges
involved in doing so. It is has also been the Authority’s strategy for some years to
use the cash it holds for capital expenditure thereby avoiding interests payments.

¢ In view of the extent of the Authority’s cash balances, whether it is able to provide
support to the Island’s business/employment sectors. The Director of
Function(Resources)/Section 151 Officer advised that the cash which the Authority
holds is not necessarily available to spend and that much of it is earmarked for
specific purposes including meeting the revenue cost of the capital programme. The
Authority’s reserves are also held to provide a safety net in the event of an
unforeseen crisis the pandemic being a case in point. Whilst the economy comes
within the range of local authority statutory duties, supporting and promoting the
economy is a function of Welsh and Westminster Governments. It is a matter for the
Full Council to decide whether as part of its annual budget setting, it wishes to
increase the revenue budget to help meet the needs of the local economy at this
time. The Council’'s Constitution sets parameters with regard to what officers and the
Executive are authorised to do in terms of committing revenue expenditure.

It was resolved to accept the TM mid-year review report for 2020/21 without further
comment.

NO PROPOSAL FOR ADDITIONAL ACTION WAS MADE

7. AUDIT LETTER: NORTH WALES REGIONAL POOLED FUNDS IN RELATION TO
CARE HOME PLACES FOR OLDER PEOPLE

The report of External Audit with regard to regional pooled funds in relation to care home
places for older people was presented for the Committee’s consideration. The report in the
form of two letters, the one to the Chief Executive of Anglesey County Council and the other
to the Director General for Health and Social Services raised value for money issues in
respect of the current North wales pooled funding arrangements in relation to care home
places for older people.

Mr Jeremy Evans, Audit Wales reported that Audit Wales recently completed two reviews
looking at residential and nursing care in North Wales, specifically in Conwy County Borough
Council and Denbighshire County Council. Whilst the reviews looked primarily at local
arrangements they also raised some specific concerns about the North Wales regional
pooled fund in relation to care home places for older people which is a partnership between
all six North Wales councils and Betsi Cadwaladr University Health Board. The review



concluded that the current arrangement whereby the funding from the relevant organisations
is initially deposited into a pooled fund administered by Denbighshire County Council and
returned to each contributor 24 hours later although it meets the minimum compliance with
Welsh Government standards, does not offer value for money, nor any of the intended
benefits of a pooled fund. Whilst Audit Wales has not tested the arrangements in other
regions it understands that they are of a similar nature. The information and proposals for
improving the pooled fund arrangement have been shared with Anglesey Council as a
partner in the fund. Welsh Government has been apprised of these concerns and has been
asked to provide assurance with regard to the actions it intends to take to better support the
delivery of pooled funding in Wales.

The Director of Function (Resources)/Section 151 Officer advised that the Social Services
and Well-being Act 2014 requires local authorities to enter into a pooled funding agreement
for care home accommodation for older people. Given the value of the North Wales regional
pooled fund (around £100m), entering into such an arrangement needs to be carefully
considered, the risks assessed and procedures agreed beforehand. In the absence of prior
consultation with the councils, and a lack of clarity regarding the objectives of the pooled
fund in relation to care home accommodation services for older people, the six local
authorities and BCUHB discussed their obligations in terms of meeting the minimum
technical requirements under the Act and, based on a model implemented by the Cardiff
region, came to the arrangement described in the Audit Letter whereby contributions are
deposited into a pooled fund and returned on the same day. Whilst the Authority is meeting
its legal requirements, as part of ongoing discussions pressure is being brought to bear on
Welsh Government by the local authorities through BCUHB to review the Act and to clarify
what the pooled fund is expected to achieve. There are risks to the Council in contributing to
the pooled fund and being involved in joint procurement with the BCUHB and the five other
North Wales local authorities without formal processes around the use of the pooled funds
having been established and agreed.

The Interim Director of Social Services said that there are merits to some pooled funding
arrangements with the Authority having recently approved entering into a pooled fund pilot
with the Betsi Cadwaladr University Health Board for the supported living budget for adults
with learning disabilities resident in Anglesey but that the effectiveness of such
arrangements can be affected by size. The Director of Function (Resources)/Section 151
Officer further advised that the Learning Disability pooled fund pilot project is based is an
agreement between two partners meaning it is more manageable. Pooled funds work best
when they are on a smaller scale because they are easier to control and produce better
more clearly defined outcomes.

The Leader of the Council and Portfolio Member for Social Services in drawing attention to
the scale of the North Wales regional pooled fund highlighted that there is a collective annual
cost to the councils to administer the arrangement which might be more productively spent
elsewhere in Social Services. Providing contributions to the North Wales pooled fund without
assurance about the benefits to the service and end users is a risk. Whilst the Authority is
undertaking the minimum in order to comply with the requirements of the Act it has in the
meantime identified an area in relation to Learning Disability Services where a pooled
budget with BCUHB is likely to be of benefit to the service and its users.

The Committee noted the position with regard to the North Wales Pooled Fund in relation to
care home places for older peoples as set out in the Audit Letters and, reflecting on the
comments provided by the Officers and Portfolio Member and the reservations expressed
with regard to practical and governance aspects of the North Wales Pooled Fund, it
confirmed that it was satisfied with the stance taken by the Authority and was happy to
support it.



It was resolved to note the Audit Letters and their content and to support the stance
taken by the Authority with regard to the North Wales Pooled Fund in relation to care
home places for older people.

NO PROPOSAL FOR ADDITIONAL ACTION WAS MADE

8. FORWARD WORK PROGRAMME

The report of the Head of Audit and Risk incorporating the Committee’s Forward Work
Programme to April, 2021 was presented for the Committee’s consideration.

It was resolved to accept the Forward Work Programme without amendment.

9. EXCLUSION OF PRESS AND PUBLIC

It was resolved Under Section 100 (A)(4) of the Local Government Act 1972 to exclude
the press and public from the meeting during the discussion on the following item on
the grounds that it involved the disclosure of exempt information as defined in
Schedule 12A of the said Act and in the Public Interest Test presented.

10. CYBER SECURITY ANNUAL REPORT 2019/20

The report of the Head of Profession (HR) and Transformation incorporating the Cyber
Security Annual Report for 2019/20 was presented for the Committee’s consideration. The
report summarised the cyber threats facing the Council and provided an overview of some of
the mitigations the Council has in place to counter these threats.

The IT Service and Performance Management Manager reported that as with any other
internet connected organisation the Council’'s network is subject to attack and the large
volume of information held by the Council including sensitive data means that it is imperative
that the risk of a successful cyber-attack is reduced as much as is reasonably possible.
Cyber-attacks vary in their approach and complexity but are consistent in their intent to
disrupt, damage or steal. The risk of cyber-attack is recognised by the Council and is
recorded as such within the Corporate Risk Register which is monitored by the Senior
Leadership Team.

The IT Service and Performance Management Manager guided the Committee through the
annual report with reference to the various types of cyber attackers and their motivations and
the different forms which cyber-attacks can take, and he outlined in general terms the
mitigations the Council has in place to reduce the organisation’s vulnerability to cyber-
attacks and security incidents along with the assurance which these provide.

The Committee in considering the report highlighted the following —

e The importance of cyber security awareness training as more services are delivered
digitally and a significant proportion of the workforce operate online. Specific
reference was made to individuals such as the Lay/Co-opted members of the
Council’'s committees who have access to information but who may not necessarily
be captured by the Council’s ICT cyber security protocols or training. The IT Service
and Performance Management Manager confirmed that he would raise the issue of
non-councillor and non-officer cyber security training with the Human Resources
Service.

o Whether any quantative assessment of the success of the mitigation measures has
been undertaken. The IT Service and Performance Management Manager advised
that the additional resource with which the service has been provided is intended to
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improve reporting capacity and to bring together the various techniques for identifying
an event in order to provide an overall picture.

It was resolved to accept the report and to note the assurance provided therein.
NO PROPOSAL FOR ADDITIONAL ACTION WAS MADE

11. EXCLUSION OF PRESS AND PUBLIC

It was resolved Under Section 100 (A)(4) of the Local Government Act 1972 to exclude
the press and public from the meeting during the discussion on the following item on
the grounds that it involved the disclosure of exempt information as defined in
Schedule 12A of the said Act and in the Public Interest Test presented.

12. CORPORATE RISK REGISTER UPDATE

The report of the Head of Audit and Risk incorporating the revised Corporate Risk Register
was presented for the Committee’s consideration.

The Risk and Insurance Manager reported that the Covid 19 pandemic has brought about an
unprecedented change to daily life and has resulted in the refocusing of priorities and
consequently impacts on the perceived level of risk. All corporate risks have been reviewed
since the Corporate Risk register was last presented to the Committee in February, 2020
with a particular emphasis on any impact that the Covid-19 pandemic may have on those
risks. Likewise, each service risk register has also been reviewed in light of the impact of
Covid-19 and any resulting significant changes to risks have been reflected in the corporate
risk register.

The Officer highlighted the changes/amendments to the Corporate Risk Register in light of
the review which are summarised as follows —

e Risk YM10 (impact of welfare reform on demand for services) has been closed and
replaced with YM45 (Impact of poverty on demand for services) in recognition of the fact
that poverty is not limited to those receiving Universal Credit.

¢ In addition to YM45 above, four other new risks have been added to the register — YM43
(Covid-19 related) and YM44 (visitor economy related), YM46 (fraud related) and YM47
(tree management related).

e That due to changing circumstances and/or increase/decrease in control activity the level
of residual and/or inherent risk has changed for YM4 (health and safety), YM9 (impact of
major event), YM11 (safeguarding), YM13 (demographic change), YM15 (schools
modernisation), YM29 (Gypsies and Travellers) and YM38 (IT resilience)

e The top (red) risks to the Council have been identified as YM9 (impact of major event),
YM28 (cyber security), YM38 (IT resilience), YM40 (Brexit related) and YM41 (Funding
related), YM43 (Covid-19 related).

In response to questions by the Committee, the Risk and Insurance Manager clarified the
rationale for redefining YM10 in the introduction of new risk YM45 and explained that YM44
is connected to improving infrastructure, facilities and amenity provision in response to
increased visitor numbers which issue came to the fore over the summer.

It was resolved to note the amendments to the Corporate Risk register as part of the

Council’s arrangements for managing its risks and to take assurance that the Senior
Leadership team has recognised and is managing the risks to the achievement of the
Council’s priorities.

11



NO PROPOSAL FOR ADDITIONAL ACTION WAS MADE

Jonathan Mendoza
Chair
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